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Almost every computer user that browses the Internet or uses email has experienced a virus or one or more of these other bad things that can mess up your Personal Computer (PC).  In fact, many people have viruses, malware, adware, spyware cookies, spam etc. on their computers and don’t even know it. They will become aware of a problem when their computer stops working which will happen if you don’t take the proper steps to protect it.  Now days, the average computer user should know the potential threats their computer faces each time you connect to the world-wide web.  It is a dangerous place for a computer and the security threats are growing every day.  It is also getting more confusing with all the different things that can screw up your computer. Why are there so many different things? In the old days, we used to call everything a virus, however, now days we have more precise names to further categorize them and further confuse us. Let’s first learn a little bit about each of these bad things and later we will discuss some of the best ways to protect your computer.

Malware
Malware, short for malicious software, is a very general term used for any software that deliberately harms, restricts, alters, or stops your computer from working properly. It also covers any software that the computer user does not give permission for installation and use. Malware includes adware, spyware, tracking cookies and PC infectors (viruses, worms, Trojan horses, and rootkits). 
Malware can get on your computer through an internet download, as an email link or attachment, as a file sent between users of instant messaging, social networking communities, peer-to-peer file sharing programs, online games, chat rooms or a link to a malicious webpage.

Indications that some kind of malware is probably installed on your computer can be:

• The browser’s home page keeps changing.
• Pop-up advertisements appear when your browser is closed, pop-ups immediately begin when you connect to the internet or the amount of pop-up advertisements is way too much.

• Strange icons appear on your desktop without your prompting or knowledge of the program.
• Your browser settings keep changing, including the webpage you designate as your internet start-up page.
• Files are uploaded or downloaded without your prompting or permission.

• Your friends start receiving email from you that you didn’t send.

• Unexplained data loss.
• Some of your applications start crashing.
• Sound problems with the speakers or sound card.
• Computer performance becomes very slow.

• You start getting the “blue screen of death” and have to restart your PC often.

• Frequent computer crashes.
• And finally, your computer will not work.

Viruses
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	A computer virus attaches itself to a program or file enabling it to spread from one computer to another, leaving infections as it travels. Like a human virus, a computer virus can range in severity from being only mildly annoying to where it can damage your hardware, software or files. Almost all viruses are attached to an executable file, which means the virus may exist on your computer but it actually cannot infect your computer unless you run or open the malicious program. 


It is important to note that a virus cannot be spread without a human action, (such as running an infected program) to keep it going. Because a virus is spread by human action, people will unknowingly continue the spread of a computer virus by sharing infected files or sending emails with viruses as attachments in the email.
Melissa is an example of a computer virus that managed to cause damages estimated between $300 and $600 million. The famous computer virus gained huge fame on March 26, 1999. Experts claimed that this computer virus managed to infect between 15 and 20 percent of all business PCs on the planet. Melissa virus spread so fast that a number of big companies, including Intel and Microsoft, that used Outlook, had to shut down their email systems. The computer virus took advantage of Microsoft Outlook to send email messages to 50 names on the contact list of a user. The message in the email read: "Here is that document you asked for - don’t show anyone else." It featured an attached Word document, which, when opened, unleashed the virus that infected the computer and then repeated the replication. When the virus was activated it changed Word documents by leaving quotes from the popular animated show "The Simpsons".
Worms
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	A computer worm is similar to a virus by design and is considered to be a sub-class of a virus. Worms spread from computer to computer, but unlike a virus, it has the capability to travel without any human action. A worm takes advantage of file or information transport features on your system, which is what allows it to travel unaided.


The biggest danger with a worm is its capability to replicate itself on your system, so rather than your computer sending out a single worm, it could send out hundreds or thousands of copies of itself, creating a huge devastating effect. One example would be for a worm to send a copy of itself to everyone listed in your e-mail address book. Then, the worm replicates and sends itself out to everyone listed in each of the receiver's address book, and the manifest continues on down the line. 
An example of a computer worm is the Conficker (detected in November 2008) which targeted the Microsoft Windows operating system. It used flaws in Windows software and dictionary to gain access to administrator passwords and was able to link systems into a virtual computer that could be commanded remotely by its authors. Conficker spread rapidly into what is now believed to be the largest computer worm infection since the 2003 SQL Slammer with more than seven million government, business and home computers in over 200 countries under its control. A worm is the worst thing you can get on your computer and they are difficult to counter because of their combined use of many advanced malware techniques.
Trojan Horses
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	The Trojan Horse, at first glance will appear to be useful software but will actually do damage once installed or when it runs on your computer.  Those on the receiving end of a Trojan Horse are usually tricked into opening them because they appear to be receiving legitimate software or files from a legitimate source.  When a Trojan is activated on your computer, the results can vary. Some Trojans are designed to be more annoying than malicious (like changing your 


Desktop by adding silly desktop icons) or they can cause serious damage by deleting files and destroying information on your system. Trojans are also known to create a backdoor on your computer that gives malicious users access to your system, possibly allowing confidential or personal information to be compromised. Unlike viruses and worms, Trojans do not reproduce by infecting other files nor do they self-replicate.
Zeus is a Trojan horse that steals banking information by keystroke logging. Zeus is spread mainly through drive-by downloads and phishing schemes. It was first identified in July 2007 when Zeus was used to steal information from the United States Department of Transportation.  It became more widespread in June 2009 when it was discovered that Zeus had compromised over 74,000 accounts on websites of such companies as the Bank of America, NASA, Monster, ABC, Oracle, Cisco, Amazon, and BusinessWeek.

Rootkits
A rootkit is a collection of tools (programs) that enable administrator-level access to a computer or computer network. Typically, a hacker installs a rootkit on a computer after first obtaining user-level access, either by exploiting a known vulnerability or cracking a password. Once the rootkit is installed, it allows the attacker to mask intrusion and gain root or privileged access to the computer and, possibly, other machines on the network.

A number of vendors offer applications that can detect the presence of rootkits but if a rootkit is detected, the only sure way to get rid of it is to completely erase (initialize) the computer hard drive and reinstall the operating system.
Spyware
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	Spyware is tracking software that hides itself (runs in the background) and gathers information without the computer owner’s or user’s knowledge or permission for the benefit of someone else. It uses the computer owner’s internet connection without permission to send the collected information to whomever the tracking software designates. Spyware can compromise the safety of your passwords, logon information, financial, or personal information. Information collected can include your online habits and preferences (where you go, where you shop, for what, how much, how often, etc.). 


Adware

Adware is related to or used in conjunction with Spyware. Adware displays advertisements directed to your individual preferences based on websites you visited online, individual buying choices and the configuration of your computer’s hardware and software. Adware can track your online activities, collect your web surfing habits, email addresses, and purchase preferences. It can also gather information about the hardware and software installed on your home computer and sends that information to marketers.
Fake Adware Popups can be very annoying.  Just recently, I was getting a popup about every 15 seconds saying my computer system was crawling with worms, viruses, and other bad stuff - then they offered to fix it – for a cost. Their product was called “WIN32 Security Software” and of course their stuff was completely bogus.  I researched it online and found out it was fake and incapable of finding any real malware. They can be very insistent, repeatedly displaying popup warnings that make it virtually impossible to use your machine unless you pay to register the program.
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	Cookies

Data files (code) written to your hard drive by a Web server that identifies you to a site. Cookies can be good or bad (see Spyware and Adware).  It's nice to be recognized - websites can greet you like an old friend thanks to cookies. It can eliminate the need to repeatedly fill out order forms or re-register on various websites. But, if you get too many cookies or the wrong cookies on your PC, it can be bad.

	[image: image8.jpg]



	Spam

Spam is electronic junk mail or junk newsgroup postings. Some people define spam even more generally as any unsolicited e-mail. However, if a long-lost friend finds your e-mail address and sends you a message, this could hardly be called spam, even though it's unsolicited. Real spam is generally e-mail advertising for some product sent to you by a mailing list where your email address unfortunately found its way onto.


In addition to wasting people's time with unwanted e-mail, spam also eats up a lot of network bandwidth. Consequently, there are many organizations, as well as individuals, who have taken it upon themselves to fight spam with a variety of techniques. But because the Internet is public, there is really little that can be done to prevent spam, just as it is impossible to prevent junk mail.
Phishing
Phishing is an e-mail fraud method in which the perpetrator sends out legitimate-looking email to a lot of people in an attempt to gather personal and financial information from the recipients. Typically, the messages appear to come from well-known and trustworthy Web sites like your bank or your credit card company. Phishing, like fishing (where the word came from), is a speculative venture where the phisher puts out the lure hoping to fool at least a few of the prey that encounter the bait.  Seniors are prime targets for this scam since these crooks think us old people are all senile and will fall for anything.
Hackers
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	The term computer hacker first showed up in the mid-1960s. A hacker was a programmer -- someone who hacked out computer code. Hackers were visionaries who could see new ways to use computers, creating programs that no one else could conceive. They were the pioneers of the computer industry, building everything from small applications to operating systems. In this sense, people like Bill Gates, Steve Jobs, Steve Wozniak, and Jerry Petersen 


were all hackers -- they saw the potential of what computers could do and created ways to achieve that potential.
But, thanks to the media, the word "hacker" has gotten a bad reputation. The word summons up thoughts of malicious computer users finding new ways to harass people, defraud corporations, steal information and maybe even destroy the economy or start a war by infiltrating military computer systems. While there's no denying that there are hackers out there with bad intentions, they make up only a small percentage of the hacker (programmer) community.
Well, with all these bad things out there on the Internet, it is a miracle that any of our computers work at all. I can tell you one thing – if you don’t take the proper steps to protect your computer, it won’t be working for long! Here (in order of importance) is how I attempt to keep my computer working:

Having up-to-date Antivirus Software loaded on your computer is an absolute must. This software will detect and fix most viruses, worms, Trojan horses, etc.  You should use an antivirus product that comes with a firewall. A firewall is a device designed to permit or deny network data transmissions based upon a set of rules and is frequently used to protect networks from unauthorized access while permitting legitimate communications to pass. I use Norton’s (Symantec) Antivirus Software (and firewall) on my computers but there are other products that work just as well like Mcafee, BitDefender, and Kspersky.
Your computer will eventually run very slowly unless you regularly clean out the junk. By junk I mean the temporary files, clip board data, unneeded cookies, URL history data, unneeded log files, memory dumps, and the recycle bin. A free shareware product called CCleaner is the best and quickest running software available to cleanup your computer. You need to run this program at least once a week. 
If you use your PC a lot, you are going to get errors in your registry.  A computer registry is a group of files that forms a database which contains all information about the computer's contents and stores configuration settings and options. Errors in the registry can slow down startup time, affects overall performance, slows shutdown time, and can provide “back door” access into your computer by unwanted hackers.  I purchased a software product called ARO 2011 which scans for registry errors and corrects them. Other good registry fixing products are Registry Easy and RegCure.  
That fake security software adware that was popping up every few seconds on my PC forced me to buy another software program called STOPzilla.  STOPzilla detects, blocks, and removes Spyware, Adware, Trojans and other malicious infections in real-time. It also features a highly advanced Pop-up blocker. Other good spyware/adware products are Spy Sweeper and CounterSpy.  

Lastly, I recommend that you install all critical updates to your Windows Operating System whenever Microsoft publishes them. Some of these updates are designed to protect your computer.
Okay, by now you have probably decided to throw away your computer go back to using a typewriter and writing your letters in long hand. NOT!!  Regardless, you should now have a better idea of all the bad things that you can get from the World-wide Web (the Internet) and some possible ways of protecting your computer.

                                                     bigdrifter44@gmail.com
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